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Introduction 
 
Problem Area 
 
A famous quote by one of the American founding fathers Benjamin Franklin goes: “Those who 
surrender freedom for security will not have, nor do they deserve, either one.”  
Even though this quote is more than 200 years old it still relates to problems and discussions in 
present time. Freedom versus security is a much discussed topic in modern times, especially after 
the attacks which happened 9/11 2011 when Islamic fundamentalists hijacked four planes and 
flew two of them into the World Trade Centers. The results of the attack were devastating, with 
no earlier comparison, causing thousands of people to die. Not long after the 9/11 attacks another 
incident occurred (Thompson 2004). Letters containing the dangerous Anthrax spore were sent to 
various news networks as well as two US senators, ending up infecting a total of 22 people were 
five of those died. Though the scale of the Anthrax attacks were nowhere near the 9/11 attacks, it 
was a clear sign that the terrorists also went after specific targets (Thompson 2004). In response to 
the attacks the “war on terror” was declared by the then president Bush. With the USA in front, a 
coalition of countries was formed in order to send military personnel to Afghanistan which were 
said to harbor Al-Qaeda terrorists who were behind the attacks (Thompson 2004). 
 
But the war on terror was not only to be fought in the Middle East but also in the USA itself. In 
order for the authorities to try to combat and prevent terrorism various measures were taken into 
action, including the making and the signing of the PATRIOT ACT. The PATRIOT ACT, which is a 
backronym for Uniting and Strengthening America by Providing Appropriate Tools Required to 
Intercept and Obstruct Terrorism, was signed 26 October 2001, just about 1.5 month after 9/11 
(Thompson 2004). It was made in order to fight terrorism and with the signing of the Act into law, 
some of the things it did was making changes to intelligence agencies giving them more authority 
to monitor the American populace, by expanding ways of surveillance: Wiretapping, search 
warrants and pen registering and so on (Whitehead 2002). 
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The implementation of the PATRIOT Act has led to increased use of data collection and 
surveillance as a mean of monitoring potential terrorist threats and organized crime. To forestall 
possible threats people’s lives are being monitored and logged in order to acquire as much 
information as possible. But not only did the PATRIOT ACT expand the traditional ways of 
surveillance but it also made it possible for intelligence agencies to gain information from private 
institutions, such as banks and other businesses (Taipale 2007), illustrated in the example below:  
 
“Consider the experience related by George Paine concerning his bank account, as reported at 
http://www.warblogging.com/. His ATM card stopped working on 31 December 2003 and it 
required a visit to his bank in order to review his account for possible fraud. In the course of this 
meeting, it rapidly became apparent that the tracks left by his card usage, retained in the memory 
of the financial system, allowed the reconstruction of his life's activities. As Paine related it, "This 
man, my banker, knows some very private details of my life. He knows where I eat dinner on a daily 
basis. He knows where I get my coffee. He knows what bars I go to, and when I go to them....". It 
was ultimately an innocuous visit to his bank, because they determined that his record of 
transactions had triggered a false positive in the bank's fraud detection software.” (Vlcek 2008; 
28).  
 
This example shows us how it is possible for private citizens and corporations to gain access to 
personal and revealing information, which was normally strictly private information and relates to 
the discussion of freedom versus security. The increase of surveillance and the implementation of 
the PATRIOT ACT makes ripples in the social and private life of the population that were previously 
unimaginable and lead to citizens unknowingly giving up on private information and privacy.  
 
This problem leads us on to our research question  
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Research Question 
 
"How does the authority and power delegated to the NSA, since the signing of the USA PATRIOT 
act, affect democracy in the USA?" 
Working Questions 
 
- What is the USA PATRIOT Act and what legislative changes did it bring? 
- How does NSA procedures benefit or undermine freedom and security before and after the 
PATRIOT Act 
- How do Americans asses or understand their democracy under the NSA past the Patriot 
Act?  
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Chapter 1 
 
Theoretical Framework 
 
We have accumulated a vast assortment of texts, which we have processed and analyzed in order 
to gain understanding enabling us to answer our working questions and our problem area. Our 
project is going to be heavily influenced by our perceived idea of a balance between liberty and 
security, and the empowerment of different institutions effect on democracy, here being the 
relationship between the National Security Agency’s (NSA) procedures of operation and the civil 
liberties of the individual citizen. The theoretical framework we have assembled will be a 
combination of the theories by Charles-Louis de Secondant Montesquieu and of John Locke. These 
theories will enable us to base our analysis and our discussion on the duality of liberty and security 
and how these two concepts affect each other. We will answer our three working questions and 
describe for each question how we would go about answering them. 
- What is the USA PATRIOT Act and what legislative changes did it bring? 
In order to answer this we are going to look into the USA PATRIOT Act itself to understand what it 
has changed. We will describe how and why the USA PATRIOT Act came to be and how it 
happened. We will then look at specific titles and sections under the USA PATRIOT Act which are 
relevant to our project and that will help answer our research question. These titles and sections 
will then be discussed and analyzed in relation to our chosen theory, described in the specific 
theories chapter, in order to see the effects of the sections. In order to do this, various journal 
articles and governmental files will be used to answer this working question. 
- How does NSA procedures affect freedom and security before and after the Patriot Act?  
There is a connection between our different working questions, and on this basis, a lot of the same 
empirical data are going to be used in the different working questions. Specifically to answer this 
question we are going to split the question up in smaller parts that deals with different eras of the 
NSAs history, so that we can create a coherent analysis of how the NSA operated and how it 
affected the liberties of the citizens of the United States from its beginning to the present time. 
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The question will be answered using different texts that will provide us with an understanding of 
the modes of operation as well as the rules of engagement set upon the NSA in the period from 
the 1940s to the 00’s. The book “Body of Secrets: Anatomy of the Ultra-Secret National Security 
Agency” by former NSA employee James Bamford has proven priceless in providing understanding 
of the NSA prior to 2001, in relation to both security and freedom. To gain an understanding of the 
laws governing the official rules of engagement of the NSA, Paul T. Jaeger, John C. Bertot and 
Charles R. McClure’s article “The Impact of the USA Patriot Act on collection and analysis of 
personal information under the Foreign Intelligence Surveillance Act”. Proved very helpful along 
with Ursula Gorham-Oscilowski and Paul T. Jaegers “National Security Letters, The USA PATRIOT 
Act, and the Constitution: The tensions between National security and civil rights”. This combined 
with respectively John Locke’s “Two Treaties” and Charles S. Montesquieu’s theories of liberty, 
democracy and governance creates the theoretical framework for us being able to analyze and 
discuss our chosen concepts and questions. 
- How do Americans asses or understand their democracy under the NSA past the Patriot 
Act?  
In answering this question we are going to try to procure interviews, survey polls and statistics 
that contain information about the American populations understanding and opinions regarding 
their democracy and civil rights.  The information regarding this question will be from major and 
well known news agencies on how the populace view perceived changes in their liberal rights in 
the aftermath of the attacks on the 11th of September 2001. We will also be looking at different 
academics interpretation and understanding of how the balance between freedom and security is.  
To make a summary we will be emphasizing the main key points in all the sources used. It is 
important to mention that when looking at the polls etc. the submitted results will be the 
fundament to answer the whole working question.  
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Specific theories 
Our use and selection of theory are based upon the theme of the project which focuses on 
concepts such as democracy, civil liberties, security and freedom. We have looked at different 
theorists who have made theories on these concepts. We have specifically looked at different 
classic theorists such as Mills, Locke, Montesquieu and Hobbes. We decided to choose Locke and 
Montesquieu as we have found their theories to be the most relevant to our problem area. Both 
Montesquieu and Locke have written theories on what concepts that defines democracy, civil 
liberties, security and freedom, which is relevant to our project. In our project we will look at how 
these concepts are being affected by NSA and the PATRIOT Act. We will give a short overview of 
the theories by Montesquieu and Locke.  
Montesquieu 
In Montesquieu’s book “Spirit of the Laws”, he describes three different political systems: The 
despotic system, the republican system and the monarchial system (Montesquieu 1748). We will 
be looking at his theory on the republican system which can take on a democratic form if certain 
factors are in place. To ensure that the government does not take the form of another political 
system, such as the despotic system where a single person rules, the separation of powers is 
presented to avoid power accumulating in one place. The separation of powers is achieved by 
having a legislative branch, executive branch and judicial branch. He also defines liberty and how 
to achieve it. Liberty is not the freedom to do anything, but rather living under laws that protect 
you while at the same time being free to as much as possible. The laws in a democracy should give 
security and safety but must not prevent people from expressing their opinions on different 
matters. Thus in a democracy, security and liberty are important aspects and an important way to 
achieve this is with the separation of powers (Bok 2014). 
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Locke 
Locke argued that all men were born with equal undisputed liberty and freedom as a natural right, 
and that no man was subject to another. Political entities and governments would arise when 
individuals went together and gave up some of their freedom and liberty to form a community 
who would help protect the life, freedom, liberties and property of individuals and the community 
on the behalf of the population as a whole. This is best said in the words of Locke himself: “(…) by 
the consent of every individual, made a community, they have thereby made that community one 
body, with a power to act as one body, which is only by the will and determination of the majority” 
(Locke 1823; 146). Locke argues that for men to create such a community the individuals must 
“give up all the power necessary to the ends for which they unite into society” (Locke 1823; 147). In 
the context of our problem area, it is important to note that Locke says power “necessary” (Locke 
1823; 147) to achieve the ends for which the community gathered to achieve. This is certainly and 
important part of the theoretical discourse we are going to utilize as the term ‘necessary’ shows 
the importance of balancing the state’s power with the liberties of the citizens in a way so that the 
scale between freedom and security does not become too uneven.  
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Chapter 2 
Methodology 
In this chapter we will describe what kind of methods we will be using and the reason why we 
think that these will suit our needs best. In order to answer our research question, we are going to 
explain our methodology. The question and sub questions will be answered through a content 
analysis, and a case study analysis. We are going to analyze texts, literature and writings about the 
subject from various media in order to acquire a wide range of knowledge and information to aid 
us in answering the question. We will apply content analysis because it is a natural part of 
understanding written text and literature. We are going to use these methods because they will 
allow us a great understanding of the themes we are currently concerned with. In our case when 
doing a content analysis we are going to examine different kinds of empirical data these being 
- Books 
- Journal Articles  
- Media reports (newspaper articles)  
- Poll reports  
- Government reports  
- Juridical papers and laws  
We are going to use these different data examples to do a qualitative analysis meaning that we 
will be trying to emphasize the important information about our key topics (Bryman 2012) which 
are: freedom vs. security, democracy and power. We are going to read and study the material and 
the content we have about the subject and make an analysis that can answer our question. This 
method of analysis will be providing us with different viewpoints from different writers thus 
helping us to get a nuanced understanding of our topic. With different authors describing and 
analyzing the same topics our knowledge will be more reliable. The purpose of content analysis is 
to have an academic certainty of the various arguments because they are mentioned in different 
journals, books etc. We will also be doing a case-study analysis with the case being related to our 
problem area in regards of the NSA and civil liberties. In the method relating to the case study we 
will be making a descriptive and explanatory analysis of our research question. Furthermore, the 
method allows us to research and investigate the possible answers as well. We are going to 
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explain what our question is about and which key themes it involves and there by answering it. 
The way to do it will be finding texts which will cover and contain the key themes that we will be 
working with i.e. NSA, freedom vs. security, democracy etc. By having an explanatory approach the 
result will be found and analyzed from the material which is being used. This method will also 
provide us to make a discussion where the different approaches will be considered. The main 
focus here is to be aware of that it will not be all descriptive but be a reflection of the different 
approaches that will appear when going through the project. 
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Chapter 3 
 
In this chapter we will answer our working question “What is the PATRIOT Act and what legislative 
changes did it bring?”. We will do so by looking at what the PATRTIOT Act is and what legislative 
changes it brought, and explain the background and the creation of the PATRIOT Act. Then, we will 
go through sections that have made legislative changes to what intelligence agencies and law 
enforcement are allowed to do, to see what power and authority have been delegated to those. 
We will then analyze and discuss the sections one by one to see how they may have affected 
democracy in USA. We will do this to help us answering our research question which is: "How does 
the authority and power delegated to the NSA, since the signing of the USA PATRIOT act, affect 
democracy in the USA?" 
Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and 
Obstruct Terrorism or the USA PATRIOT Act, as it is more commonly called, is a legislation 
consisting of 132 pages amending existing laws as well as adding new ones. The PATRIOT Act was 
quickly created by the Bush-administration in a response to the notorious terrorist attacks on 9/11 
2001. The legislation was made in order to give law enforcement and intelligence agencies better 
tools to prevent and fight terrorism and criminal activities (Kassop 2003). The PATRIOT Act was 
presented to the US Congress and was passed in the House of Representatives on the 10/24 2001 
with a vote of 357 in favor and 66 against, and on the 10/25 2001 the PATRIOT Act also passed the 
Senate with a vote of 98 in favor and 1 against (USA PATRIOT Act voting results).  
On the 26th October, just a day after the PATRIOT Act was passed by the Congress, it was signed 
into law by President Bush. It took only just 1.5 month since the 9/11 attacks for the PATRIOT Act 
to be created and to get signed into law (Kassop 2003).  
The PATRIOT Act itself consists of ten titles split into subsections, covering a vast amount of 
amendments to existing laws as well as the creation of new ones. Each title covers a different area 
but they all share one thing which is to create better tools and opportunities to fight terrorism and 
crime (USA PATRIOT Act of 2001). Specific titles, which are relevant to our project and research 
question, will be explained in order to show the reader the extensiveness of the PATRTIOT Act and 
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what changes were made. Those sections will then be discussed and analyzed to see what effect 
they could have on democracy, liberty and security.  
 
Title II – Enhanced surveillance procedures 
Section 206. Roving Surveillance Authority under the Foreign Intelligence Surveillance Act of 
1978 
Section 206 is the amendments of the rules under FISA (Foreign intelligence Surveillance Act) 
allowing for “roving surveillance”. By the previous laws under FISA, every time a person who were 
under surveillance changed accommodation, phones, cars, computer and so on, a new court order 
had to be issued, making the surveillance inefficient. “Roving surveillance” allows for a generic 
surveillance of the suspect meaning that a new court order is not needed if the person, who are 
under surveillance, changes accommodation, phones, cars, computer and so on (Doyle 2001).  
 
Sec. 213. Authority for Delaying Notice of The Execution Of A Warrant 
 
Section 213 amends laws regarding the execution of warrants without notifying the person of 
interest. These warrants are also known as “Sneak and Peek” warrants and are conducted in 
secrecy in order to not alert the person of interest (Doyle 2001). The reasoning behind these kind 
of searches is to make sure that “(A) endangering the life or physical safety of an individual; (B) 
flight from prosecution; (C) destruction of or tampering with evidence; (D) intimidation of potential 
witnesses; or (E) otherwise seriously jeopardize an investigation or unduly delay a trial” (Doyle 
2001; 10) 
 
Sec. 215. Access To Records And Other Items Under The Foreign Intelligence Surveillance Act 
 
Section 215 amends laws under FISA. Under the laws of FISA, a court order could be issued to get 
records of businesses regarding “(..) common carriers, public accommodation providers, physical 
storage facility operators, and vehicle rental agencies” (Doyle 2001; 11) under an investigation in 
the matter of foreign intelligence.  
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The amendments change what kind of information that can be acquired, as well nature of the 
investigation “The court orders extend to any tangible object held by anyone. Items sought need 
not relate to an identified foreign agent or foreign power as was once the case (..)” (Doyle 2001; 
11). The amendments of section 215 broadens the previous law significantly, and law enforcement 
can now acquire records of businesses in a much more extensive manner. Bank records, credit 
card records, library records and so on, must be produced to law enforcement agencies if 
requested. Information sought can now also be from any person and not only person affiliated 
with foreign intelligence or terrorism (Doyle 2001). 
 
Sec. 216. Modification of Authorities Relating to Use of Pen Registers and Trap and Trace 
Devices 
 
Section 216 amends the laws of the use of pen register/trap and trace devices. A pen register/trap 
and trace device can be installed in order to monitor a suspect’s telephone usage and will tell the 
law enforcement which phone numbers are being called and which phone numbers call the 
suspect. The amendments of section 216, changed what kind of items are allowed to pen 
register/trap and trace. Now, a much broader range of items can be subject to pen registers and 
trap and trace compared to before (Doyle 2001): “A cellular telephone number; a specific cellular 
telephone identified by its electronic serial number (ESN); an Internet user account or e-mail 
address; or an Internet Protocol (IP) address, port number, or similar computer network address or 
range of addresses” (Doyle 2001; 12). In addition to the increased items subject to pen register 
and trap/trace, the amendments also changes the area of jurisdiction where the surveillance can 
take place. Beforehand a new court order had to be issued if the suspect moved into a new area of 
jurisdiction, but now, much like section 206, a court order for pen registers and trap/trace follows 
the suspect if he/she moves into a new area of jurisdiction (Doyle 2001). 
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SUMMARY OF TITLE II 
 
The second title of the PATRIOT Act is one of the most extensive of all the titles, and consists all in 
all of 25 sections. Many of the subsections are amendments of existing laws on surveillance as well 
as the creation of new laws, extending the capabilities of law enforcement and intelligence 
agencies to monitor and conduct surveillance. Major changes to who and what can be investigated 
and how they can be investigated, were introduced by Title II, such as “roving surveillance”, 
delayed warrants, pen register/trap and trace surveillance and access to business records (USA 
PATRIOT Act of 2001).  
 
Title V – Removing obstacles to investigating terrorism 
 
Sec. 505. Miscellaneous National Security Authorities 
 
Section 505 amends the laws that authorize the use of National Security Letters (NSL’s). A NSL can 
be issued in order for law enforcement to gain costumer information from businesses and they 
cover a range of information: “1) subscriber information, 2) toll billing records, 3) electronic 
subscriber information, 4) electronic communications transactional records, 5) financial records, 6) 
identification of financial institutions, and 7) consumer identifying information.” (Gorham-
Oscilowski 2008; 627). Before the PATRIOT Act, NSL’s could only be used in connection with 
foreign intelligence and if the suspect was an agent of a foreign power. The amendments 
expanded when NSL’s could be used, now requiring relevance in protection of “international 
terrorism or clandestine intelligence activities” (Gorham-Oscilowski 2008; 628) instead of the 
previous requirements of relevance to foreign intelligence or a foreign power (Gorham-Oscilowski 
2008).  
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Summary of Title V 
Title V consists of eight subsections and is notable because of the amendments in section 505 
regarding the use of National Security Letters (NSL’s). A NSL can be issued by law enforcement to 
make businesses such as telephone companies and financial institutions, to disclose paperwork 
and information about their costumer, who are under investigation of law enforcement (The USA 
PATRIOT Act of 2001).   
 
Title VIII – Strengthening The Criminal Laws Against Terrorism 
 
Sec. 802. Definition Of Domestic Terrorism 
As the section title implies, section 802 is defining when crimes are considered as domestic 
terrorism. The PATRIOT Act defines domestic terrorism as activities that:  
“involve acts dangerous to human life that are a violation of the criminal laws of the United States 
or of any State; to intimidate or coerce a civilian population; to influence the policy of a 
government by intimidation or coercion; or to affect the conduct of a government by mass 
destruction, assassination, or kidnapping” (The USA PATRIOT Act of 2001; 376).  
 
Summary of Title VIII 
Title VIII consists of 17 sections, many of those amend acts of crimes that are now considered as 
terrorist acts (The USA PATRIOT Act of 2001). For our project the most notable section of Title VIII, 
has been section 802 which defines domestic terrorism. It is notable because the definition is very 
broad meaning that, potentially, activities previously not considered as terrorism may now be 
considered as such.  
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Effects of the PATRIOT Act 
 
The impact of the PATRIOT Act were obviously huge as shown above. Many of the sections under 
the PATRIOT Act has a direct impact on law enforcements and intelligence agencies on their 
capabilities to monitor and conduct surveillance. The PATRIOT Act was made to promote safety 
and fight criminal and terroristic activities in the wake of 9/11, and it has done so by empowering 
law enforcement and intelligence agencies on what they are allowed to do. Consequently, an 
interesting question arises on whether the empowering of the law enforcement can be seen as a 
tradeoff between civil liberties and security, in favor of security, and what the effects of such a 
tradeoff has on democracy. In the following pages we will analyze and discuss the effects of the 
sections we have chosen to look at. 
In order to analyze and discuss the sections, we will be using the theory we have described in our 
theoretical framework. We will analyze and discuss the legislative changes of the sections and with 
our chosen theory, to see the effects of the sections and how these affect democracy. We will do 
this in order to help us answering our research question: "How does the authority and power 
delegated to the NSA, since the signing of the USA PATRIOT act, affect democracy in the USA?". 
 
Effects of Title V 
Section 505 
 
Section 505 of the PATRIOT Act amends the rules of when a National Security Letter can be employed. By 
changing the requirements of when a NSL can be employed and changing who needs to authorize the use 
of NSL’s, the end result is a great increase in the use of NSL’s. To put the amendments into perspective, the 
year before the PATRIOT Act was signed into law 8500 NSL’s were employed. In comparison, between 2003 
and 2005 more than 143,000 NSL’s were employed (Gorham-Oscilowski 2008). NSL’s can be used to get 
access to business records of all sorts, extending the reach of law enforcement and intelligence 
agencies “(..) as never before into the telephone calls, correspondence, and financial lives of 
ordinary Americans” (Gorham-Oscilowski 2008; 629). The relaxed requirements of law 
enforcement acquiring a NSL means that all they have to do now is stating that “(..) subscriber 
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information is being requested to determine the individuals or entities that the subject has been in 
contact with during the past six months” (Gorham-Oscilowski 2008; 628). In addition to the 
relaxed requirements, subjects of NSL’s are not allowed to disclose any information, for an 
indefinite period of time, about what they are told to do. This mean that subjects of a NSL cannot 
report or seek judicial advice if they feel the NSL is unlawful or used in an abuse manner (Gorham-
Oscilowski 2008). 
One can argue that National Security Letters pose a number of problems. With NSL’s 
law enforcement are able to collect huge amount of information about suspects, but can do so in a 
manner that seems out of line with 1st and 4th amendment of the US Constitution. The 1st 
amendment of the US Constitution, which secures free speech (US Constitution, 1st amendment), 
presents a problem with the nondisclosure part of the law. It is reasonable that subjects of NSL’s 
should not be allowed to disclose sensitive information to the media or other persons. One could 
argue however, that the fact they cannot even seek judicial advice or guidance if they believe the 
NSL is unlawful or prone to abuse, is a problem and should normally be protected by the 1st 
amendment. A proper juridical oversight when NSL’s are used, could help balance the power in a 
better way between the executive and judicial branch.  As the problems argued in relation to the 
1st amendment, one could argue that the 4th amendment share similar problems. The 4th 
amendment secures the right of privacy and unreasonable seizures (US Constitution, 4th 
amendment) but NSL’s are used to get access of very private information. It seems reasonable for 
law enforcement to get access of such information if it can help fight terrorism. However one can 
argue, that the manner and the extensiveness of how such information can be acquired is 
problematic. As argued before, the amendments of section 505 makes it much easier for law 
enforcement to employ a NSL as well of whom to get information about. To protect the rights of 
the 4th amendment, a proper and more extensive judicial oversight could help making sure 
unreasonable seizures does not take place as well as determine when a NSL should be issued.  
One could also argue that the invasive nature of NSL’s has an indirect effect on the right of free 
speech. Because NSL’s are used to disclose very intimate and private information, people could be 
prone to self-censoring in order to prevent the disclosure of their private affairs.  
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Effects of Title VIII of the PATRIOT Act 
Section 802 
 
Section 802 of the PATRIOT Act amends the definition of domestic terrorism. With the new 
definition of domestic terrorism a very broad range of activities can now be subject to this law.     
By its definition, activities such as demonstrations of political or social dissent can meet the 
requirements of domestic terrorism if laws are broken (such as throwing objects at police or 
blockading a road etc.) (Saito 2003). The result of such activities means that groups which would 
normally not be considered as terroristic now can be, and thus many laws which only apply to 
terrorism and intelligence, such as those explained in this chapter, can now be used in much more 
extensive manner (Rackow 2002). 
New definitions of domestic terrorism were clearly needed in the wake of 9/11, as it 
could possibly have helped finding out in time the plans of an attack like that. By defining activities 
that can be classified as terrorism it can greatly help law enforcement in preventing such activities, 
as different laws apply for terrorism. However, clear definitions are needed in order to protect 
those who are not terrorists, which one could argue is not the case of section 802. The broad 
definitions under section 802 can be used by the law enforcement to use laws that only apply to 
terrorism on groups of political dissent for petty crimes. The 1st amendment of the US 
Constitution, the right to free speech and expression, is a very important aspect of a democracy, 
which allows people to say and believe what they want themselves. One could argue, that the 1st 
amendment is threatened as section 802 could be used to silence people who exercise their 1st 
amendment right. If the citizens of a democracy can be silenced by their government if they 
support dissent activities, one could argue that it poses a threat for democracy itself.  
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Effects of Title II of the PATRIOT Act 
Section 206 
 
The introduction of roving surveillance under section 206 allows agents to conduct surveillance in 
a generic way, meaning that a new court does not have to be issued if a suspect changes what is 
being monitored (USA PATRIOT Act 2001). Roving surveillance poses a problem in the manner of 
how the actual surveillance can take place. The generic nature of the section as well as the fact 
that the section is not subject to reasonably proximate privacy protection (the suspect has to be 
present at the place of surveillance), means that people who are not suspected of anything can 
end up being monitored. If an agent has information that a suspect may use a phone in the home 
of family or a friend, the phone can be wire tapped and would be able to listen to the 
conversations of the home even though the suspect is not present. This means that people who 
are not suspected of anything can end up being subjects of surveillance without a proper 
justification from the government (Rackow 2002). Because of the fact that agents of law 
enforcement do not need to be certain whether the suspect is present, or not present, at the 
place being monitored, the agents are able to listen to the conversations of other people who are 
in the area of the surveillance. The surveillance can thus be conducted on people without 
establishing probable cause and without court orders, waiting for a moment where a person might 
incriminate him/herself (Rackow 2002). 
 
Section 206 invasive nature and the possibility of abuse from agents of law 
enforcement is very much contradicting of Montesquieu’s theory on the liberal democracy. The 
rights of individuals are not properly protected by the laws and one can argue that section 206 
infringes the 4th amendment of the US Constitution, thus infringing the civil rights of the people. 
Without proper legislative restrictions and laws on how and when the executive branch can 
conduct surveillance it pose a threat of the executive branch abusing laws, such as section 206 
As Montesquieu argues, in a democracy the laws and the constitution must protect the people 
and their rights, and one could argue that this is not the case with section 206.  
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Section 213 
 
Section 213 allows agents of law enforcement to delay notice of the execution of a search warrant 
and is in compliance with the 4th amendment of the US Constitution stated by US courts (Doyle 
2001).  
According to the 4th amendment of the US Constitution searches and seizures of property must be 
announced, which means that the agents of law enforcement must let people know their property 
will be searched, by for instance knocking on the door and announcing what will happen. 
However, before section 213 this could be circumvented if there is reason to believe that 
announcing the presence of agents or leaving notice of a search could obscure an investigation 
(for instance in an armed standoff or the destruction of evidence). This means that the section 
does not invent a new way of conducting a search as it was already in use. Rather, section 213 
changes the length of delaying notice of a warrant and how easy it is to get a court order for 
delayed notice. This means that section 213 effectively expands searches done in secrecy (Rubel 
2007). 
As shown above the use of delayed warrants has been deemed constitutional by the 
courts specifically in relation to the 4th amendment of the US Constitution. On the one hand, one 
could argue that the increase of searches done in secrecy because of section 213, moves society in 
a dangerous direction. As Montesquieu argues, the transparency and the civil rights which are 
defining elements of a democracy, could be at stake if the government keeps moving in the 
direction of secrecy. On the other hand one must remember the purpose of the PATRIOT Act; 
which is to avoid terror and crime from happening. Searches done in secrecy can without doubt be 
helpful in order to fight terrorism, but should have a proper judicial oversight and be in 
compliance with civil rights protected by the laws. One should also keep in mind that the notice of 
warrants are delayed and not completely hidden, meaning that a suspect eventually would learn 
about it. 
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Section 215 
 
Under the amendments of section 215 law enforcement agents can gain access to any tangible 
records and things with subpoena issued by a court. The subpoena can be issued very easily with 
the introduction of section 215, as courts must now issue one if law enforcement specify that a 
record/thing are “sought for” in an investigation that relates to terrorism or foreign intelligence. 
Now, law enforcement does not need to show suspicion or strong articulable facts to get a court 
order (Rubel 2007) but instead certify that it is needed for an investigation of terrorism or 
intelligence. This means that a person’s records can be obtained by the law enforcement even 
though he or she is not involved in illegal activities (Saito 2003). Third parties subject to a 
subpoena, are also not allowed to disclose any information of records they are forced to hand 
over to the law enforcement (Rubel 2007).  
 
The empowering of the law enforcement is very clear in section 215. The legislative 
amendments broadens the scope significantly on what can be obtained by the law enforcement. 
They, the legislative amendments, also decreases the judicial requirements that have to be met to 
get a court order. In short, section 215 empowers law enforcement capabilities while decreasing 
the judicial oversight. One could argue that, as also discussed above in section 213, that such a 
thing can be seen as a dangerous move in a direction that moves away from the principles of 
democracy such as the separation of powers. If the trend continues to decrease the judicial 
oversight while at the same time empowering the executive branch it could end up having an 
adverse effect on democracy. Another argument that can be made, is that section 215 can have an 
indirectly chilling effect on freedom of speech, which is protected by the 1st amendment of the US 
constitution. If people know that they easily can be subjects of investigations, but never find out 
that they are, it may have the effect of people censoring themselves.  
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Section 216 
 
Pen register and trap/trace allows law enforcement to see the numbers of in and outgoing calls of 
a suspect’s phone. Not to be confused with wiretapping, it does not make law enforcement able to 
actually listen to the conversations over the phone. Rather, it is a way to see who calls who. 
However, with the amendments of section 216 the range of items subject to pen register and 
trap/trace and now includes URL’s (web site addresses). In addition, law enforcement does not 
need to show probable cause to get a court order but instead certify that the information sought is 
relevant to a criminal investigation (Whitehead 2002).  
The amendments of section 216 are a very clear expansion of things law 
enforcement are allowed to do. Because of technological changes in society, the legislative 
changes to bring URL’s under this law seems reasonable, in order to keep the laws up to date. 
However, one could argue that it poses problems in some aspects. As this law is not used to 
see/listen to the content of communication but rather who communicate with whom, the nature 
of URL’s can be a problem. One could argue that URL’s are communication in some way, as one 
person has to create content which will be communicated out to the visitor or user of the URL. 
Unlike phone numbers which can only tell who call who, URL’s can tell what a person is interested 
in and what content he browses. This ability to monitor a suspect in a much more detailed manner 
along with the loosened demands to get authorization can be seen as an adverse result in the 
name of democracy. A proper jurisdiction oversight and a more restrictive legislative definition of 
what the law allows could create a better balance between the three branches of power.  
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Chapter conclusion 
 
This chapter has been very useful to gain a better understanding of the PATRIOT Act. 
We have looked at specific sections of the PATRIOT Act, which are important to our research 
question, to see what legislative changes they brought to intelligence agencies. The sections have 
then been analyzed and discussed, with the theory described in the theoretical chapter, in order 
to see what effects they have on democracy. On the one hand we have found that the legislative 
amendments of the PATRIOT Act empowers intelligence agencies by expanding their capabilities 
of surveillance immensely and thus increases security. On the other hand, by empowering 
intelligence agencies an adverse side effect on democratic values such as civil liberties occurs. A 
lack of juridical oversight means that the vague legislative restrictions of the PATRIOT Act, allows 
intelligence agencies to use, and perhaps abuse, their authority in a much more extensive manner 
prior to the PATRIOT Act. As argued, rights such as free speech and the right to privacy, protected 
by the US Constitution, are being challenged by the empowerment of intelligence agencies. We 
have also found that the executive branch are more and more independent of the judicial branch 
thus creating an imbalance between the three powers of the government. 
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Chapter 4 
 
This section of the paper will examine how the civil liberties and national security of the United 
States of Americas is affected by the augmentations in the National Security Agencies Modus 
Operandii following the USA PATRIOT Act.  
NSAs – History, methods and legislation in relations to democracy. (From 1940 – 2001) 
 
During the long history of the NSA the institution changed name multiple times for the name to go 
along with the changing purposes and missions of this intelligence agency. So to avoid confusion 
the only designation used in this paper relating to the different names used by the NSA only the 
NSA will be used.  
Warfare, communication and technology was the three factors that created the need for the 
Signals Security Agency (SSA), the predecessor of the Armed Forces Security Agency (AFSA) and 
later the NSA. As technology became more sophisticated, new technologies of communication 
arose and created a need from states to be able to intercept these, from the telegraph networks 
of the late 18th century to the satellite communications of the 21st century. 
During the Second World War, technological advancements in telecommunications and advanced 
radio-technology gave birth to a new type of arms race based solely on information and data. 
This battlefield of knowledge became the birthplace of the Signals Security Agency (SSA), which is 
today known under the abbreviation NSA. The purpose of the SSA was to gather, decipher, 
translate, analyze and pass on information and data relating to the war capabilities of the Axis 
Powers during World War II (Bamford 2002). These data could be everything from information 
about troop movements to general knowledge and information about the capabilities of the 
enemy (Bamford 2002).  
The SSA at the time of the Second World War was relatively limited in its capabilities compared to 
the present day NSA. The SSA had very few radio facilities to its disposal and generally received 
much of the information to decipher and analyze from radio crews on and near the battlefield. 
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The agency were in possession of a small number of linguists, cryptographers and code breakers. 
The SSA (later renamed the Army Security Agency in ‘45) had close collaboration with the British 
and allied radio and code breaking units, gaining great amounts of aid and information from these 
facilities and organizations, one of the biggest exchange of information between the two nations 
was when the famous German coding machine Enigma systems were cracked (Bamford 2002). The 
Allies could use this information to deceive the Axis and mount operations where the enemy was 
weak (Bamford 2002).  
In 1949 the ASA changed name to the AFSA an abbreviation for Army Forces Security Agency. 
Under the Truman administration the ASA fell under the Joint Chiefs of Staff where the rest of the 
armed forces operational activities were coordinated (Bamford 2002). This continued from the 
Truman administration in the fifties, through the Eisenhower administration up to the 
administration of John F. Kennedy. Under the administration of Dwight D. Eisenhower the NSA 
was a major player in one of the biggest crisis during the cold war between the United States and 
the Soviet Union.  
An event where a high altitude surveillance plane issued and controlled by the NSA and with direct 
presidential approval, was shot down by the Soviet Union over the central parts of the Soviet 
Union’s sovereign airspace (Bamford 2002). This was due to the new methods of intelligence 
gathering during the cold war, where the NSA would equip high altitude planes of the model U2 
with high tech surveillance and radio monitoring technologies. Hereafter the planes would fly up 
to the edges of the stratosphere and cruise alongside the edges of the Soviet Union territory and 
collect radio intelligence as well as photo materials (Bamford 2002). The Nixon administration 
gave the USA one of the worst cases of abuse of power both in relations to basic civil rights and 
democracy when president Nixon authorized unconstitutional surveillance of the Democratic 
Parties headquarters in 1973 (Senate Historical Office – Watergate Committee).  
A scandal that led to a president stepping down (Bamford 2002). In the same era (cold war), NSAs 
capabilities were also used to keep tabs on different domestic student organizations (Etzioni 2005) 
and different organizations perceived to be potential enemies of the state (Bamford 2002). 
From the 1940s until the early 1990s with the fall of the Berlin wall and the subsequent dissolution 
of the Soviet Union. The main purpose of the NSA was generally to function as a military 
Group 4 – John, Türkan, Lars 
Page 28 of 43 
 
intelligence service, tasked with foreign intelligence relating to the perceived adversaries of the 
US: Nazi Germany, the Soviet Union, Viet Cong, North Korea…etc. (Bamford 2002) 
During the era of the Second World War and the Cold War the NSAs way of working with 
intelligence gathering were heavily based on radio, telegraph and telephone communication 
surveillance of foreign entities. The preferred targets of the surveillance was radio 
communications of ambassadors, military posts and bases. The purpose of this surveillance were 
in general only to uncover the military, economic and technological capabilities of the adversaries 
of the United States of America. Security wise the greatest threat to the USA and its allies were the 
USSR (Union of Soviet Socialist Republics) as stated in the quote below the east-bloc were 
considered a major target for the US intelligence community. “From the very moment of its birth 
the United Nations was a microcosm of east-west spying” (Bamford 2002; 27). The main purpose 
of the NSA was to help secure the homeland through the collection of intelligence. One of the 
most famous incidents connecting security in the American homeland to the direct involvement of 
the NSA, was the Cuban Missile Crisis in 1962 (Bamford 2002). Where U2 high altitude planes used 
by the NSA spotted constructions of missile sites on the Cuban main island, along with this, an NSA 
spy ship off the coast of Cuba also observed increased activity in the amount of USSR shipments 
sailing to Havanna port.  
Later on it was revealed that the missile sites were designed for middle range and continental 
ballistic missiles with nuclear warheads. A blockade were imposed on Cuba at the same time as a 
flotilla of Soviet ships were en route to Cuba. The event was one of the few times during the cold 
war where an actual possibility of nuclear war was present in the words of Harold L. Parish a 
senior analytic on the Oxford, the NSA spy which were stationed off the Cuban coast: 
 "It was a very frightening and scary experience. The only time in the thirty years I worked for the 
government when I was scared about the world situation, and I was really scared." (Hal Parish – 
Bamford 2002; 103)  
This was one of the examples of the security wise legitimacy of the NSA during the cold war, as the 
intelligence gathered by the NSA was found to be vital in detecting the potential of the Castro 
governments’ ability to launch nuclear warheads against the Unites States and its allies. If we take 
the standpoint that assumes that it would be a great danger to the US and its NATO allies if Castro 
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Cuba had gained nuclear weapons then in this light we can assume that the NSAs gathering of data 
helped keep the United States safe.  
As an Intelligence institution primarily tasked with military intelligence concerning the capabilities 
of the Warsaw Pact countries and the Soviet Union. The main focus of the surveillance was aimed 
at foreign military installations, scientific research centers and governmental administrative 
institutions (Bamford 2002) of the USSR and its satellite states. This way of gathering intelligence 
did not per se affect the US Constitution and its democratic institutions as the methods of 
intelligence collection was based on targeted wiretapping of telegraph systems and radio signals 
exclusively from foreign sources (Bamford 2002). So US citizen’s democratic rights and liberties 
were in general protected.  
However abuse of the NSA (and FBI) did occur during the Cold War era (Bamford 2002 & Etzioni 
2004), especially under the Nixon administration in the late sixties and early seventies. Where the 
Nixon administration used the NSA (and FBI) to monitor and wiretap political opponents. 
Especially the case of the burglaries and wiretappings against the Democratic Parties headquarters 
at the Watergate complex. This proved to be one of the most serious cases of misuse of the NSAs 
intelligence capabilities during the Cold War era. 
Also during the presidency of Richard Nixon another NSA program, designated Shamrock was set 
into place and discovered by the Senate a couple of years after Nixon’s resignation. Shamrock was 
a program where different telegraph companies (most notable The Western Union) “secretly 
turned over to NSA, every day, copies of all messages sent to or from the United States” (Bamford 
2002; 371). This went directly against the United States constitution’s 4th amendment which states 
that...  “The right of the people to be secure in their persons, houses, papers, and effects, against 
unreasonable searches and seizures, shall not be violated;” (United States Constitution of 1787; 
1199). Out of the cases of Nixon’s misuse of intelligence gathering and the Shamrock program, a 
congressional committee (the Church Committee) was created to investigate accusations against 
the US Intelligence community regarding civil rights violations (Watergate and Shamrock).  
 
One of the reforms established following the Church Committees investigations was the 
enactment of the Foreign Intelligence Surveillance Act abbreviated FISA (Bamford 2002 & Jaeger 
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2003). The NSA receiving in the millions of letters and telegrams without any warrants or legal 
reasoning behind it was with the Nixon administration’s misuse of the NSA examples of grave 
violations against the privacy and liberties of United States citizens by the National Security 
Agency during the period 1942 – 1989.  
 NSAs – History, methods and legislation in relations to democracy. (From 1989 - 2001) 
 
After the fall of the Berlin Wall and the following collapse of the Soviet Union, the Cold War was 
suddenly over and the military colossus in the east began breaking up in a myriad of different 
nations and states who now had to struggle to find their way in the post- USSR world. For the NSA 
this meant that a major target had disappeared and slowly the intercept antennas of the NSA 
began to point towards the Mediterranean and the Middle East however a big watch would still 
remain to keep an eye on the East-Bloc (Bamford 2002). 
The NSA continued (though with lesser intensity) to monitor Russia as the country was seen as the 
heir to the Soviet Union. A relatively big armada of spy ships still sailed along the continents 
gathering information (Bamford 2002). 
The NSA continued to operate their large network of antenna posts and spy ships around the 
world keeping tabs on foreign governments. 
The NSA provided “superb imagery and signals intelligence, but we had only sketchy human 
intelligence “(CIA Dir. Robert Gates - Bamford 2002; 405) during Operation Desert Storm in the 
beginning of the nineties, showing that at this point the NSAs capabilities for information 
gathering surpassed the CIA and its traditional why of utilizing traditional human spies. In the 
grand scheme of the Gulf War the intelligence gathered by the NSA are certain to have aided the 
US Military in its endeavors against the Iraqi Army, Navy and Air force and in this context hopefully 
helped to avoid unnecessary loss of lives on the side of the coalition forces. 
During this period of time, the NSA started to change some of its focus from information to 
intelligence at “rest”(Bamford 2002; 410). This meant that the NSA started moving resources from 
the “old” procedures of intercepting data, information and signals that were being transported in 
microwaves and radio waves send between relay stations and satellites, and moving on to the 
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digital realm and its large databases of “resting” information stored on magnetic discs, hard drives 
and computer servers (Bamford 2002). Slowly paving the way for the digitally more proficient NSA 
of the 21st century.  
 
NSAs – History, methods and legislation in relations to democracy. (From 2001 - Present) 
From the beginning of the new millennium and onwards with the attacks on New York and the 
Pentagon in fresh memory the NSA had in the years surrounding the millennium shift started to 
conquer the digital world with its rapid growth in technology and users (Bamford 2002). 
After the attacks on the 11th of September 2001, as stated in chapter 3 the Bush administration 
enacted the USA PATRIOT Act in response to the attacks, the PATRIOT Act gave the NSA new fields 
of operation. When the ‘War on Terror’ were initiated by the Bush administration, the NSA moved 
from almost only supplying military intelligence, into starting to supply domestic law enforcement 
(especially the FBI) with intelligence (Gorham-Oscilowski 2008). To topple international terrorists 
collaborating with domestic sympathizers the PATRIOT Act extended the arms of the NSAs 
surveillance through changes in the Foreign Intelligence Surveillance Act (Jaeger 2003). This 
provided the NSA with a clearance to monitor US citizen’s financial transactions and 
communications as long as the agency or institution asking for information could prove a 
peripheral connection to investigations of foreign nationals and entities. Usually this information 
would be obtained through collaboration with financial institutions and communications 
companies whom in the aftermath of 9/11 were obligated to corporate with the state institutions 
leading the investigations (Gorham-Oscilowski 2008). 
 
If the NSA provided security, it is a very difficult thing to measure especially after the PATRIOT Act, 
which made it possible for the different security and intelligence agencies to conduct 
investigations in relatively high secrecy (Gorham-Oscilowski 2008 & Jaeger 2003).  The NSA 
continued its military and terrorist related operations up through the 00’s and was with the CIA 
and the US Navy a key player in the operation that led to the death of Osama Bin Laden who was 
responsible for major attacks on US citizens and installations (The Washington Post 2013). Having 
been able to use satellite surveillance and eavesdropping on telecommunications and internet 
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connections is very plausible that the NSA has provided useful information on the NATO and FN 
campaigns against the Taliban in Afghanistan. 
With the PATRIOT Acts changes to FISA. The NSA and its sister agencies have moved closer to the 
private sphere of the population. Adding the whistleblower Edward Snowden’s revelation of the 
PRISM metadata program, where NSA collects astronomic amounts of metadata from different 
databases as well as personal computers on a planet wide scale (Verble 2014).  
Chapter conclusion 
 
Some of the procedures used by the NSA does not necessarily prove a threat to Civil liberties and 
democracy in the Unites States, as they are not necessarily intrusive in nature, however with 
emerging technologies and the revelation of the PRISM program paired with the extensions of the 
PATRIOT Act. A rising threat to civil liberties (especially the Sanctity of the home so very esteemed 
by the US) and democracy might be eminent. Due to the new powers given the NSA following the 
PATRIOT Act and the gradual digitalization of the world, the governments arms seems to move 
ever closer to the private sphere of the citizens, with so many people under surveillance security 
might rise at the expense of freedom and democracy in a reality that could start looking like the 
one in 1984 by George Orwell (Vlcek 2008). Rights might be eroded away by the authority and 
interceptive power possessed and granted to the NSA. As the Nixon administration could use the 
secret nature of the NSA to its own shady projects, so lies a possibility for future abuses of the NSA 
and the information it collects.  
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Chapter 5 
 
In this chapter we are going to answer the working question: ‘How do Americans asses or 
understand their democracy under the NSA past the PATRIOT Act?’ 
When saying democracy we speak about the aspects; freedom and security and civil rights. So we 
are going to answer how the Americans understand their freedom and security after the signing of 
the PATRIOT Act. Several polls were made right after September 11 with the focus of freedom vs. 
security (Verble 2014). When answering what the Americans think or understand we will be 
looking at inter alia some polls, but it’s important to have in mind that a poll doesn’t always reflect 
the actual truth because it’s a very small amount of people who votes in relative to how many 
people live in USA. But on the other hand it is one of the most used form of media, both to receive 
and to submit answers.   
We have been looking at several major news channels to understand or at least see what different 
opinions may be present.  
We know that the NSA after the 9/11 uses methods such as warrantless interventions of the 
citizens, eavesdropping, electronic surveillance etc. to fight terrorism (Sims 2006).  When knowing 
this we will be looking at different polls to see what opinions the Americans have.  
In a newspaper article published by The Guardian in 2013 some poll results ((PEW research center) 
are being presented.  The polls main focus is primarily the way NSA works and the opinions about 
the monitoring, surveillance and privacy. The results are being submitted as if the people who 
voted mostly thinks that the NSA is going too far, an example from the article says that 70% of the 
people who voted believes that the government is using the information received by their 
methods is being used in other aspects then just investigating terrorism (the Guardian 2013). In 
the same article it argues that both the republicans and liberals from the White House feel that 
NSA is going too far. In the same poll 47% beliefs that in overall NSA is going too far while 35% 
beliefs that more can be done to protect the country (The Guardian 2013). All this in consideration 
the Guardian shows a bias side in which they want to show that the people feel that their civil 
rights are under attack. We would not be able to know if this is on purpose or whether the poll 
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results actually were definitely showing this angle. The same poll is mentioned in a journal article 
as well which makes the results a bit more trustworthy (Verble 2014). We could argue that the 
image of the Guardian is mostly reliable and therefore the quality of the article is based on 
objectivity.  
When looking at an article that CNN published in 2013 it argues whether the voters want their civil 
rights or the need for more protection and surveillance to fight terrorism.  The article tells that 
right after 9/11 54% of the voters were willing to give up their civil rights but that percentage went 
down over the years. So even though it argues that the majority still priority the fight against 
terrorism many would think differently today regarding their civil rights i.e. the listening of cell 
phones and the monitoring of mails (CNN 2013). CNN news would be seen as a reliable news 
agency as well such as The Guardian. And the results in both articles are based upon polls made by 
an independent company who does not have a connection with the news agency.  
CBS news has made an article with focus on the opinions about the PATRIOT Act and its effect on 
civil rights. The results say that 56% would permit the government to monitor citizens who they 
suspects of being a threat (this number was 63% in May 2003 so it’s been going down), whereas 
39% don’t think the same (CBS news 2005).  
In summary the three news agencies have clear points telling that the voters are less willing to 
give up their civil rights. The points in this category is going down but on the other hand the 
majority of the votes still believes that if there is a suspicion of terrorism the monitoring should 
continue. The voters feel in many situations that the government goes too far in collection mails, 
eavesdropping and cellphone listening and more and more people think it’s too much because the 
actual information in many cases doesn’t lead to any suspicious action.  
Even the big research making company Gallup made poll about these topics. We have looked at 
three of their polls in which the focuses are The PATRIOT Act and civil rights. The poll about civil 
rights is made just a year after September 11 and 47% of the voters think that the government 
should do whatever they need to do, even if it means they have to give up their civil rights, to 
prevent and fight terrorism (Gallup 2002). In the same poll 49% wanted their civil rights to be 
respected but that the terrorism was fought as well (Gallup 2002). Over all the voters were more 
willing to give up their civil rights in the following of September 11 then months and years after 
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(Gallup 2002). A year after in 2003 another poll was made and the majority of the voters 67% now 
beliefs that event though terrorism will be prevented their civil rights should not be reduced 
(Gallup 2003) and these results is also mentioned and described in other journals (i.e. Lewis 2005), 
so no matter what they cherish their civil rights more than the fight against terrorism. In the same 
poll it is emphasized that when the same questions were asked several months after September 
11 the answers were the opposite. At that time the majority were willing to give up their civil 
rights to fight terrorism (Gallup 2003). Despite these results the majority 55%, on the other hand 
thinks that the administration has worked in the right way and in this work of course the PATRIOT 
Act is a part of it (Gallup 2003). A question directly asked regarding the PATRIOT Act shows that 
the majority 48% thinks that this bill is ‘about right’ (Gallup 2003). In a poll made in 2004 it tell us 
that not so many are actually that well informed about what the PATRIOT Act is and what it 
implies, 46% is saying that they are not that familiar and 41% is not at all familiar with PATRIOT Act 
Act (Gallup 2004).  
So one could say that the events of terrorism that the country has experienced have made an 
impact on the voters, which is shown by the fact that they think the administration has done their 
jobs good enough. On the other hand the majority actual does not know what the legislation 
actually implies and thereby there is a contradiction. How can the work that the administration 
does be good when the majority don’t know what the work contains? In regarding to the civil 
rights it is very clear that the importance of it is growing. We see in the polls that there is been 
given the civil right more points as the time goes by, but they still beliefs that the fight against 
terror should continue but in a way so the civil rights are respected. Unfortunately there isn’t in 
any of the polls asked what the voters think a possible solution could be to value both the civil 
rights and the fight against terror.  
The whole question about freedom vs. security got a bigger political focus after September 11, 
where great discussions and worries began to expand. One of the main issues is the balance 
between freedom and security. It is in all citizens’ favor to keep the country safe and to contribute 
to keep the security and to do that they have to give up some rights (i.e. email collection, cell 
phone call listening etc.). This sacrifice can be reason to cause danger and threats because how far 
does the limit go? (Vlcek 2008). Whenever a society face situations where lives are in risks for 
damages or death the fundamental values in the society will be shown and discussed and peoples 
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reaction towards it will be very clear (Lewis 2005).  And this, of course, explain some of the 
patterns in the poll where the importance of civil rights increased, the longer time passed the 
actual terror attacks. Another important thing to mention is also that the media is very quick to 
broadcast events and repeat the same news in different angles and build a big ‘drama’ and this 
style of news making can lead to an unnecessary dramatic reaction among the viewers and even a 
reaction that is misplaced (Lewis 2005). The way media works can also contribute to create certain 
and insincere opinions in viewers. This is clearly shown in the poll that states that voters actually 
are not familiar with the PATRIOT Act or the legislation at all which can have a link to the way 
media works.  
We could say that the media sometimes overreact but it’s also important to notice what the NSA 
does that actually violates the civil rights of the citizens. As mentioned in earlier chapters the NSA 
got the permission to for example; collecting mails, eavesdropping and search private property 
without warrants (Gorham-Oscilowski 2008). But how much does these actions affect the normal 
citizen, and do all the worrying actually have a reason. It is described that even though NSA have 
databases that can collect all electronic communication the amount of information is so huge that 
it actually is impossible to go through it all and to collect all the signals with information (Sims 
2006).  Another complication in collection information is the fact that an important percentage is 
not in English and much of the information is encrypted (Sims 2006). It doesn’t mean of course 
that NSA doesn’t get anything out of it but we just wanted to emphasize the problems that occur.  
Chapter conclusion 
 
To conclude this chapter we could say that the Americans right after September 11 was willing to 
give up any of their civil rights in order to fight against terror because of their sensitivity due to the 
attack. Sometime after the attack the Americans were asked again and this time they were more 
critical towards giving up their civil rights and had changed their minds. The polls show that even 
though they still want to fight terror, their civil rights had gained much more importance. The 
majority of the voters didn’t want to trade-off their civil rights. The sensitivity concerning and 
mentioned earlier regarding September 11 were also misused. Many law proposals there had 
been proposed and rejected many times before September 11 was now changed and accepted 
without difficulty (Lewis 2005). 
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Chapter 6 
 
Discussion 
 
In this chapter we will be discussing our findings, throughout the project, in order to answer our 
research question which is: "How does the authority and power delegated to the NSA, since the 
signing of the USA PATRIOT act, affect democracy in the USA?". This will be done through the 
lenses of the theorists Charles Montesquieu and John Locke. Our findings in chapter 3 have shown 
us many different things. The legislative changes we looked at, brought by the PATRIOT Act, had a 
huge impact on the authority and power of intelligence agencies and was done in order to fight 
and prevent terrorism in the wake of 9/11. The legislative changes, however, have brought up 
discussions on a tradeoff between liberty and security and how democracy is affected by this. 
There are arguments both in favor and against this tradeoff.  
According to our theory, described in our theoretical framework, security is a key aspect of a 
democracy as it will allow its citizens to do as much as possible while being safe from harm and 
punishment. However, security should extend as little as possible, because if security becomes too 
dominant, civil liberties will be affected in an adverse way. One could argue that by empowering 
the intelligence agencies, this what has happened in USA and thus civil liberties are being eroded 
by the increase of security. One could argue, that the right to free speech and expression and the 
right to privacy and unreasonable seizures, protected by the 1st and 4th amendment of the US 
Constitution (US Constitution), are being challenged by the amendments of the PATRIOT Act. As 
argued earlier in this project self-censoring, discouragement of political dissent and lack of privacy 
can be seen as direct results of the power given to intelligence agencies, thus diminishing the civil 
liberties of individuals.  
The legislative changes of the PATRIOT Act also meant that the judicial oversight on the executive 
branch diminished, which could be seen as an imbalance between the three branches of powers of 
the government. In combination, these arguments could be seen as adverse effects on democracy. 
However, one could also argue that a need for changes in security was needed because of 9/11, 
and security must exist in a democracy so citizens can exercise their rights, while being free from 
harm. 
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As a conclusion when looking at NSAs way of working, they have been granted a great amount of 
power especially after the 9/11 when USA started the war on terror. With this power and the 
signing of the PATRIOT Act, NSA suddenly had a bigger influence. We can conclude on the way NSA 
is working that they don’t benefit democracy as in the definition but on the other hand still has 
the protection of the citizens as a great mission. One could say that USA have received terror 
threats and experienced acts of terror, and with that in mind you could say that all the surveillance 
is fair. When using surveillance in a greater manner than before the PATRIOT Act the balance 
between privacy has been almost erased. Our analysis of the sources used supports this argument 
as well. So is it democratic to intervene in the privacy of citizens? 
 
As mentioned in chapter four the NSA has historically been a military intelligence agency and on 
this basis it has not normally been engaged in surveillance of domestic character. However its 
capabilities has been abused by leadership in the US Government (most notable the Watergate 
scandal) which has led to episodes where core democratic values has been undermined, as in the 
Watergate scandal where political opponents were secretly monitored (Bamford 2002).  
The cases where misuse of the power of the intelligence agencies have occurred seem to have one 
thing in common. The lack of supervision from the legislative branch of the government. The 
secret nature of the agencies use this as way to avoid control by legislators based on national 
security issues. Based on our analysis we conclude that the NSA is located to close to the influence 
of the executive branch of the government with the president and his ministers and advisers in the 
top. As we mention in chapter four about with the case of an NSA surveillance Aeroplane being 
shot down over the Soviet Union. President Eisenhower almost unilaterally controlled the missions 
and flights the NSA would undertake (Bamford 2002).  
With this much power in the executive branch, it raises the possibility of misuse since no control 
from either the legislative arm or approval from the judicial branch seems to occur. This example 
also shows the danger of letting too much power reside one place as the judgment of the 
president and his advisors could have gravely endangered the Homeland by unwittingly starting a 
(possible nuclear) war with the Soviet Union. However cases like the Cuban Missile Crisis (Bamford 
2002) shows that in times of crisis having power concentrated one place can prove to be a great 
benefit. 
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We can argue that having unrestricted executive power can benefit in times of crisis, with swift 
response from the leadership, however we need to constantly weigh the gains and benefits 
against the loss of personal liberty and civil rights, as these powers are prone to be subjects of 
abuse. Especially in the United States this could be a path to less liberty and more dictatorial ways 
of governance as the president is also bestowed with the title of commander-in-chief tasked with 
the governance of the armed forces. 
After September 11 when the United States started the war on terror. With this power and the 
signing of the PATRIOT Act the NSA suddenly had a bigger influence. We argue in this project that 
the way the NSA is currently operating does not benefit democracy as it is defined. On the other 
hand, the NSA still has the protection of the citizens as a great mission. One could say that USA 
have received terror threats and experienced acts of terror, and with that in mind you could say 
that all the surveillance is fair.  
But when asking the opinion of the citizens it is clear that they don’t want their civil rights to be 
negotiated nor do they want the government to give up the war on terror and this balance is a 
major challenge. In fact right after September 11 the polls showed that the majority would 
sacrifice everything among them also their civil rights. It is important to mention as well that in the 
polls only approximately 1000-2000 people answered and that is a very small percentage of the 
United States’ population, which numbers about 320 million citizens. One could say that it’s not 
reflecting the truth among the whole population but on the other hand the results of the different 
polls we used in the project almost looked alike so we argue that some of the content must have 
some sort of certainty and truth. 
When using surveillance in a greater manner than before the PATRIOT Act, the balance between 
privacy has been almost erased. But one could also say that it wouldn’t matter if each person were 
certain of not doing anything wrong. Our analysis of the sources used supports this argument as 
well. 
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Conclusion 
We have found that US intelligence agencies have acquired more power and authority based on 
the PATRIOT Act and its changes to existing laws. We have found that these changes create a 
problem because civil liberties are being eroded, as an effect of the increase and enhancement of 
security in the aftermath of 11th of September 2001. We found, that the legislative changes of the 
PATRIOT Act also created an imbalance between the executive branch and the judicial branch 
because of a lack of juridical and legislative oversight. We also found that the NSA historically has 
bounced between being a reliable agency which did not abuse the power bestowed upon it and 
being and agency where its procedures threatened civil liberties, depending as above mentioned 
on the different presidential administrations in charge and on the interest from the two other 
branches of government (Legislative & judicial). We found that the Bush administrations hasty 
enactment of the USA PATRIOT Act in the aftermath of the attacks on New York and the Pentagon, 
might pose a threat to the civil liberties so loved by the Americans (especially those listed in the 
first and fourth amendments of the United States constitution). In certain cases this tradeoff of 
security in favor of liberty also contains the possibility of grave failure and danger to the 
population. 
As mentioned above we learned that Americans value their civil rights very much. In the time right 
after September 11 the citizens were more likely to give up their civil rights in order to increase 
the war on terror. On the other hand, as the time passed the citizens became more critical 
towards their civil rights. In addition to this it is important to mention that even though the 
demand for the civil rights has been increased throughout the years, the majority still votes 
homeland security as the main priority. In order for Americans to assess their democracy they 
should be at least familiar with the PATRIOT Act and according to Gallup research a significantly 
high percentage of the voters is not familiar with the PATRIOT Act.   
Our conclusion based on our empirical data through the use of our chosen theories is that the 
PATRIOT Act has empowered the NSA in a way that is possible to affect the democracy in the 
United States of America in a negative way if the power to balance security and civil liberties is not 
evenly distributed across the three branches of government. 
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